NHCTPYKIMUA
0 NOpsAJIKe AeiiCTBUI HACEICHHU NPU MOJIYy4YeHHH CUTHAJIOB
«becnuI0THAA ONMMACHOCTBY, «YTP03a aTAKH 0eCIIHJIOTHHKA»

1. Ilpu noayuennu curuaja «KBECIIHJIOTHASA OITACHOCTDby:

Cnpagouno:
JlaHHBI cHUTHAN O3Ha4YaeT, 4YTo B cocelHuX cyoOwbektax Poccun oOHapysKeHbI

OeCTUIIOTHBIC BO3IYIIHBIC CyHA .

B cooTBETCTBMM C TNONYYEHHBIM CUTHAJIOM PErMOHAIbHBIMU W MYHHUIMIAJIBHBIMU
opraHamu BJIACTH, a TaKXKE CUJIOBBIMHU CTPYKTYpamu BBIIIOJIHAIOTCS
HPEJAYIIPE/JIHTE/IbHBIE MeponpusTus, U3 HUX:

- YCHWJIMBAETCSA KOHTPOJIb 3@ BO3AYIIHBIM IIPOCTPAHCTBOM,;

- BBOAMTCS OrpaHMYEHHE MOOMIIBHOTO HHTEPHETA;

- B PErHOHAIbHBIX W MyHUUHUNANbHBIX CMU, TOproBbIX LIEHTpax M HMHBIX MECTax ¢
MacCcOBbIM IpeObIBAHUEM JIIOJCH aKTMBM3MPYETCS pa3MelleHHe HHPopMaluu O TOpsIKe
JEUCTBUN IPakJlaH MIPU MOCTYIJICHUU CUTHANIA «becMiIoTHas OacHOCThY.

[Ipu nonyuennn curnana HEOBXOIANMO:

- YTOYHHUTD MCCTOHAXOXKIACHHC POACTBCHHUKOB, 336HaFOBpCMeHHO
ONIpCACIINTL MECTO BCTPCUH,

- IPOBCPUTL HAJIWYHUC JOKYMCHTOB, IIOATBCPKAAOIMINX  JIMYHOCTD,
TOTOBHOCTb «TPCBOXHBIX YEMOJAaHOB» U T.H.

- 336H3FOBp€M€HHO OIIPCACIINTE MCCTA BOSMOKHOI'O YKPBITHUA.

2. Ilpu oOnapy:xkennu Jersimiero bBBC HEOBXOAMUMOQO onepaTUBHO
cooomuth B MBJI Poccun (menegpon — 102) wnum EnuHyro JexypHO-
JTUCIIETUYCPCKYIO CIYKO0y MyHUIIUITAIIBHOTO 00pa3oBanus (menegon — 112):

- hamunmro, UMs, OTYECTBO;

- BpeMss u MecTo oOHapyxeHuss bBC; komudecTBO ammapaToB W WX THII
(camonémmuulii unU K8AOPOKONMEPHHIIL);

- IPUMEPHOE HANpPABICHHUE U BBICOTY NOJIETA (Hanpumep: HANpAGNIeHue Ha
cesep, evicoma mempog 50, nemum 8 CMOPOHY ... 00beKmMAa UlU HACEeNeHHO20
nynkma), a Takxe xapakrtep nosenenus bBC (3asucanue, bappascuposanue nao
00veKxmom u m.o.);

- UHYIO B&XXHYIO HH(POPMAILIHIO.

3. B cay4ae 0CJ0KHEHUA 00CTAHOBKH 10 HACECJCHUS TOBOIAUTCH CHUTHAJ
«YT'PO3A ATAKU BECITUJIOTHUKA ).

Cnpagouno:
Jlannwiii cuenan osnavaem, umo 803HuKIA peanvHas yepoza amaxku BBC.

1 Oanee — BBC.



B coomeemcmeuu ¢ noayuemHulM _CUSHANOM _DECUOHANbHLIMU U MYHUYUNATbHLIMU
opeanamu_enacmu, a makxce cunogvimu cmpykmypamu gvinoansiomes IIPAKTHYECKHE
MEePONpUAMUSL, U3 HUX:

- 6 pecuonanrvHvlx u myHuyunanvueix CMH, mopeoevix yewmpax u uHwvlX Mecmax ¢
Maccosbim npebvlganuem arooell pazmewaemcs uHpopmayus 0 nopsioxe Oetcmeull epaicoan
npu 803HUKHOBEHUU peabHOU yepo3sl amaku bBC;

- epadicoare cnedyrom 6 baudicatiuiue YKpoulmus U HaXo0samcs mam 00 NOJNYHYeHUs CUSHANA
«OTBOH BECITHJIOTHOH OITACHOCTH).

[Ipu nmonyuennu curnaia HEOBXO/IUMO:

a) IpM HAXO0K/IeHNH HA padoTe:

- OTKJIFOYUTh HApyKHOE UM BHYTPEHHEE OCBEIICHHE, 3a HCKIIOYCHUEM
CBETHJIbHUKOB MaCKMPOBOYHOI'O OCBEIICHUS (ITPU HATUYUN);

- €CIM TIEpCOHANT HE MOXKET TOKHHYTh paboyee MeCTO B CBS3H CO
crienupuKO ero AesATeIbHOCTH, TO HEOOXOAUMO 3aHATh MAaKCHMAJIBHO
0e30macHOe MECTO (nodanvuie Om OKOHHLIX NPOeMO8, MaM, 20e HAUOOIbUAS
MOAWUHA CMEH UU Nepekpbimuil U m.o.).

Bo Bpemst peanbHol yrpossl artaku OecmmioTHuka 3JAIIPEINAETCS
IIOJIXOJUTH K OKHAM (OCKOJIKM CTEKJIa MOT'YT IIOPAHUTH) Y MOJIb30BaThHCS TU(PTOM.

0) Npu HAXO0KAEHUN B ABTOMOOMIIE UJIM 001ECTBEHHOM TPAHCIOPTe:

- HEMEIJICHHO  OCTaHOBUTE  aBTOMOOWIb  (MOMPOCUTE  BOIUTEIS
0OIIECTBEHHOTO TPAHCTIOPTA OCTAHOBHTH €T0);

- MIOKMHBbTE aBTOMOOWJIb (OOIIECTBEHHBIM TPAHCIOPT) W IPOCIEIyHTe
B Omokaiiiiee  yKpeITHE (MTOABANBI W IOKOJBHBIC OSTaXH IKWIBIX JIOMOB,
KalUTAJIbHBIX 3[JaHUNA U COOPY>KEHUM, TIOJI3EMHbBIE TIEPEXO0/Ibl, TAPKUHTH, a MPU UX
OTCYTCTBHHM ©CTECTBCHHBIC U WCKYCCTBEHHBIE YINIYyOJICHHS Ha MECTHOCTH
(TpaHIeu, KaHABbI, OBPAry, sIMbI) WU OOJBIIHE IEPEBbS).

B) IIPU HAXO0KACHUM A0MA:

- IEPEKPHITH Ta3, BOLY, OTKIIOUUTD IIEKTPUIECTBO;

- IUTOTHO 3aKPBITh OKHA, TBEPH, BEHTUIISIITUOHHBIC U APYTHE OTBEPCTUS;

- B3STh C COOOM JTUYHBIC JIOKYMEHTBI, IEHBIU (1O 803MONCHOCMU OepPAHCAMb
8 2O0MOBHOCMU ~ «MPEBONCHBILL  YEeMOOAHYUKY»,  KOMOpbI  O0JdCeH  Oblmb
VKOMNIIEKMOBAH anmeukol ¢ HeoOX0OUMbIMU JIeKapCcmeamu, 3andacom 600bl U
NPOOYKMO8 NUMAHUs, O0OHOPA3080U NOCYOOU, CPeOCMBAMU TUYHOU 2CUSUEHDI,
sewamu (HudicHee Oelvbe, HOCKU, MeNnias 00excoa), (POHAPUKOM C 3anacom
bamapeex, cnuykamu, 2a308bIMU 3ANCULATKAMU, NEPOUUHHBIM (VHUBEPCAIbHBIM)
HOJMCOM, HUMKAMU, USOJKOU, HOMNCHUYAMU, CPeOCmEaMu C6:a3U, C 3apsaOHbIMU
YCMPOUCmeamu U CMeHHbIMU JJIeMEHMAMU NUMAHUSL U M.O.);

- MPEaYNPEIUTh COCEICH, BIPYT OHHM HE YCIBIIIAIN CUTHAT,;



- OKa3aTh OMOIIb OOJBHBIM, JAETSAM, HHBATUAAM, IIPECTAPEIIBIM;
- CIIyCTUThCS Ha HIDKHUE 3TaXH, B TTOABAJ, MAPKUHT, TOTped U T.1.

4. Ilpu BHe3anHOM npumMeHeHud nporuBHUKOM BBC (magennu BBC)
HEOBXO/INUMO:

VYcapimaB XapakTepHbIN 3BYK JIETAIETO OSCIIUIIOTHUKA (8 3A8UCUMOCTU OM
osucamens 38yk BBC 6ydem om oicysicocanus 00 38YKA 2A30HOKOCUNIKU UNU
Moneda) HEOOXOIUMO HE TMAHUKOBaTh W COXPAHATH CIOKOWCTBHE, 3alTH B
omkaifiee 31aHue, 100 BHIOPATh HHOE MECTO TSl YKPBITHUS;

- uapopmarnuio o mecre naaenus bBC coobmmts B MBI (menegon — 102)
i Equnyio nexypHO-TUCIIeTYePCKYIO Cy)KO0y (meneghon — 112);

Hu B KkoeM cayyae He jenaiiTe W HE pacnpocTpaHdiite (oro wu
BuneomaTepuaibl ataki bBC B COIMANIBHBIX CETAX M MECCEHKEPAaX — 3TO MOMKET
IIOMOYb TPOTUBHUKY BBITIOJHUTL KOPPEKTUPOBKY U MMOBTOPHUTH ATAKY.

JJ1sl DKCTPEHHOI0 YKPBITHSI MOI'YT MCII0JIb30BATHCS:

- MOJBAJIbI U IIOKOJIbHBIE ATa)XW KUJIBIX JOMOB, KalUTaJIbHBIX 3JaHUU U
COOpYKEHUM, MOJ3EMHBIE IEPEXO/IbI, MAPKUHTH;

- MEPBBIC ATAXKHU MOJABE3]0B MHOTOKBAPTUPHBIX JKUJIBIX JOMOB, BHYTPEHHUE
MOMEIICHHSI B 3J]aHUSAX, KBAPTUPAX KWIBIX JIOMOB (KOpuoop, mamoyp, 6aHHAs
KOMHAMA, UHble NOMeweHUs:, 20e Hem OKOH).

Ecau npu atake BBC Bbl HaxoauTech HaA OTKPBLITOI MECTHOCTH:

- HE0OXOMMO CPOYHO MCKATh OJIMKAWIINE YKPBITHS, B TOM YHCIIC B BHUJC
CCTECTBEHHBIX M MCKYCCTBEHHBIX yIIyOJICHUI HAa MECTHOCTH (mpaHuues, KaHasd,
08pae, sAma) Wi O0JbIINE ACPEBbS;

- TIpY B3PBIBE Cpa3y Jedb Ha 36MJII0, 3aKPBITh TOJIOBY PyKaMH U MPUOTKPHITH
pOT (umobwl ypoeuams Oaeénenue). He momHumaiiTech mocie MepBOro B3pbHIBA,
JydIlle aKKypaTHO OTKATUTECh WIIM OTIIOJI3UTE B CTOPOHY;

- n30eraiTe OOJIBIIOr0 CKOIUICHUS JIIOICH.

Ecaim__npu__arake BBC Bbl _HaxoauTech B aBTOMOOWJIE WJIH
001IeCTBEHHOM TPaHCHOpPTeE:

- HE TbITalTeCh yexarb U3 30HbI aTakh, a HA0OOPOT MAKCUMAJIBLHO OBICTPO
OCTaHOBHTECH;

- MOKUAANTE MAlIMHYy C MPOTUBOIIOIOKHOK cTOpoHbl ataku bBC, oroliaure
(omnonzume) OT MaIIMHBI KaK MOKHO JIaJIBIIIC;

- umuTe ONMXKalIIMe YKPBITUS (HO08ANbI U YOKOJbHbIE IMANCU HCULIBIX
00MO08, KanumaibHblX 30aHUL U COOPYIHCEHUL, NOO3EMHblE Nepexo0bl, NAPKUHU,
npu  UX OMCYMCMBUU eCMEeCmEEeHHble U UCKYCCMEEHHble YenyOneHus Ha
MecmHOCmuU (mpanuieu, KaHassl, 08pazu, siMol) Ui OobULUE 0epesbs).




Ecau npu atake bBC Bbl HaxoauTech JoMa:

- 10 BO3MOXHOCTH CITyCTUTBHCSI HA HUKHUE ATAKU;

- BO3bMHTE C COOOW JTUYHBIC IOKYMEHTHI, Tele(oH, paano Ha OaTapenkax,
dboHapuK, BOJly, METUIIUHCKYIO allTCUKY;

- BeIOEGpUTE KOMHATYy, KOTOpass HE MMEET OKOH — 3TO BaHHAs, KJajaoBas,
KOpUIOp, TyaleT (uem ©Oonvwie monwuna cmen, mem evluie Bawa
be3onacnocmo);

- €CJIM B JIOME €CTh MOJIBAJI WM MOrped, CyCTUTECh BHU3, €CIIU B JIOME HET
No/Baja — TO Ha HIXKHUE 3TaXH, B TAPKUHT;, YEM HIKE — TE€M JIy4IlIe.

Bo Bpemsa araku OecnmioTHuka 3AIIPEINAETCS noaxoauTh K OKHaM
(OCKOJIKH CTEKJIa MOT'YT ITIOPAHHUTh) U IIOJIB30BaThC TU(HTOM.

S. Ilpu nocaake (magenun) bBC 3AITPEINEHO:

- MOJAXOJUTh K 00JIOMKaM U He Tporatb UXx. OHU MOTyT OBITh SIJOBUTHIMU
VI B3PBIBOOIIACHBIMU;

- UCIOJb30BaTh PaIUOCBsI3b, MOOWIbHBINA TenedoH U yctpoictBa ¢ GPS-
HaBUTALUEH.

6. Urto nejathb nocJie okoHuyanusa araku bBC:

- IepeIBUTalNTECh OCTOPOKHO U BHUMATEIbHO, CMOTPHTE ceOe 10,1 HOTH;
- HE IOJIHUMAMNTE C 36MJIM HUKAKUX HE3HAKOMBIX TIPEIMETOB;

- CMOTPHTE 3a JCTbMH, JICPKUTE UX IIPH ceoe.




NHCTPYKIUA
0 MOPs/AKe AeHCTBUI HACEJICHUS IIPU MOJYyYeHUH CUTHAJIA
«PAKETHASA OITACHOCTDb»

Veaemmas curaan «PAKETHAS OITACHOCTDLy HeoO0X0oauMO BKIIFOYHTH
TEJIEBU30D, PAAUONPUEMHHUK, TA€ TpaHCIAUpyeTcs HHGOpMAIUs MO MOPSJIKY
neictBuid. IlpocnymaB cooOuieHue, AeicTBOBaTH HEOOXOAMMO OBICTpO M 0e3
MAHUKH.

HeobOxonumo  He3amMeUIMTENBHO TMPUHATH MEpPbl MO  00ECIEUYCHUIO
coOCTBEHHOM 0€30MaCHOCTH.

IIpn HAXO0KIEeHUH HA YJIHIIE:

He nmanukyiite. 3aiiaute B Omkaiiiiee 37aHUE WM B TTOJA3EMHbBINA MTapKUHT.
Ucnonp3yiiTe afis  YKPBITHS I[OKOJIBHBIE ATaXHW ONMKANUIIHNX 3JaHAA WU
coopyxeHus. Eciii ux HeT moOian30CTH, BRIOEPUTE MECTO ISl YKPBITUS — Jt000e
yriyOJieHne/BrICTY N Wi O€TOHHBIE KOHCTpYKIMH. Haxoautech B yKPBITHH, TTOKA
0o0CcTpen He TPEeKPATUTCS.

IIpu HAXOKIEHUH B I0Me:
- IUTOTHO 3aKPOMTE OKHA U B JJAJIbHEHIIIEM K HUM HE TIOJIXOJIUTE.
- IEPEKPOMTE Ta3, BOMLY, OTKIIOUUTE AIEKTPUIECTBO;
- YKpOHTECh B KOMHATE C HECYIIIMMHU CTCHAMH, CEB Ha TIOJ Y HECYIIEH CTEHBI
Ha 3HAYUTEIILHOM YJIaJIeHUH OT OKHA, B HMJealie BRIOpaTh moMenieHue 0e3 OKOH CO
CIUIOIIHBIMHU CTEHAMHU (8AHHAS, KOPUOOD, MYdlem, K1ad08dasl).

Ecjiu Bbl B IMYHOM WJIH 001IECTBEHHOM TPAHCIIOPTE:

- OCTaHOBHTE aBTOMOOWIL (nompebyime om 600umens 0OUeCmB8eHHO20
MPAHCNOpmMa 0CMaHoO8UMbCs);

- aKKypaTHO MEePEMECTUTECH TOJANbIIIE OT TPAHCIIOPTA;

- Haiiaute OoJee HANASKHOE YKPBITUE — TIOIBE3MbI, IOJ3EMHBIC
NepeXObl/TIAPKUHT.
- KOTJIa B3pBIBBI MPEKPATUIUCH, OCTUTE K ONIDKaiilieMy MecTy, PUTOTHOMY ISt
YKPBITHSI;

Ecin Bbl HAX01UTeCh B 001IECTBEHHOM 3/IAHUN:

- CIIyCTUTECh Ha HIDKHUE 3TaXH (B MOA3eMHBIM mapkuur). Ecnu Her
MOA3EMHOTO TMOMEIICHUS B 3JaHUM, TO HAWAUTE IOMEIICHUE C HECYUIUMU
creHamu. CsiibTe Ha MOJ Yy OETOHHOM CTEHBI U IPUTHUTECH. [lepKuTech moanplie
OT OKOH.




Kak oOcTranoBka cTaHeT 0€30MacHO MOCTYIUT CUTHAIT
«OTBOU PAKETHOW OITACHOCTMW».

IIpu oTMeHe PAKeTHOI ONMACHOCTH:
- HE TOPOITUTECh BBIXOJIUTH U3 YKPBITHS;
- BHIMATEJIHHO CMOTPUTE MO HOTH;
- HE TMOJHUMAWTE C 3EMJIM HEpa3OpBaBIIUECS OOCTPUITACHI U APYTHE
IPEIMETHI;
- IEpXKUTE JIeTel Bo3Je ceosl.




